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Introduction:
This document attempts to explain how to configure your ESX host to monitor VMFS volume utilization

with Nagios. The concepts should be applicable to any Nagios implementation; however the specific
instructions and screenshots included were using Groundwork Community Edition. These methods
were specifically tested against GWCE versions 5.2 and 5.3. CentOS is used in this demonstration.

The version of ESX used was 3.5 Update 4.
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Prerequisies:
Working knowledge of the console and VI Client for ESX 3.x

Working knowledge of the console and configuration interface of your Nagios server.
Properly Installed, configured, tested and running NRPE (Nagios) agent on your ESX Host.
Properly installed, configured, tested and running Nagios Server.

Ability to work with vi/nano or other Linux editor

Goals:

Our end-result should be monitoring of multiple instances of your VMFS volumes on one or more ESX
hosts. Trending/graphing of the utilization and alerting based on warning and critical thresholds
supplied.

About the Author.

Paul Drangeid is a senior systems architect and owner for TeleData Consulting, Inc.

Began the IT career in 1994; Areas of competence have included the following focus areas:
Virtualization (VMware ESX, Capacity Planning, SRM, XenServer, HyperV, automated deployments)
Storage (Shared SCSI, iSCSI, SAN, DAS, NAS, replication)

Microsoft (SQL Server, Exchange, Active Directory, Terminal Services, general infrastructure)

Citrix (Winframe ¢ Xenapp; Web Interface, Secure Gateways)

Resourcesind Tools used

Nagios | GroundWork OpenSource http://www.groundworkopensource.com/community/downl
Community Edition oads/index.html

installable (BIN) and Vmware appliance versions available as
free downloads.

SCP Veeam FastSCP http://www.veeam.com/vmware-esxi-fastscp.html
Check | Modified linux script Original check_vmfs shell script can be found here:
vmfs http://www.yellow-bricks.com/2008/01/21/checking-the-

diskspace-on-your-vmfs-volumes/
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1) Log intothec onsole

2) Edit /etc/nagios/nrpe.cfg

under commands add the following line:
commandfcheck vmfsj=sudo /usr/lib/nagios/plugins/check vmifs $ARG1$ $ARG2$ $ARG3$

root@tdesx tc,/nagios

1 the

ples only!

f The following

Be sure your nagios allows command line arguments:
(may depend on the version of your NRPE client)

either:
dont_blame_nrpe=1
or
allow_arguments=1

check_vmfs requires elevated permissions, so you will need to allow the nagios user to sudo when
running this check command:

3) add command to sudoers by executing visudo

[root@tdesx1 nagios]# visudo

add the following line:
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nagios ALL=NOPASSWD: /usr/lib/nagios/plugins/check vmfs

ails on how to write a sudoers file.

fusr/ lib/nagios/plugi

f Tnoomrent to allow people in group wheel to run all compands
ALL=(ALL) ALL

(You would follow these same steps for any other commands that run from NRPE that require root access
to execute)

Be aware there are security ramifications of allowing command arguments from NRPE. Since you are
elevating the nagios user to root, there is exposure, as someone could PIPE an extra command via the
command line arguments. You may want do some/all of the following:

Use a password for NRPE communication
use a nonstandard port for NRPE traffic.
limit allowed hosts and specify only your nagios server

With the NRPE client 2.x and above on ESX the nrpe daemon may run under xinet.d or
inetd (which ignores several of the security configuration options in the nrpe.cfg)

for xinetd NRPE:
Edit the /etc/xinetd.d/nrpe file and add the IP address of the monitoring server to the only_from directive.

only_from = 127.0.0.1 <nagios_ip_address>
Add the following entry for the NRPE daemon to the /etc/services file.

nrpe 5666/tcp # NRPE

Restart the xinetd service.

[root@tdesx1 nagios]# service xinetd restart

If you are running NRPE stand alone daemon then you edit the /etc/nagios/nrpe.cfg and use the
allowed_hosts and server_port configuration options.

In this case be sure to restart the nrpe client after any config changes:
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[root@tdesx1 nagiosl# service nrpe restart

4) copy check_vmfs

copy the supplied check_vmfs into /usr/lib/nagios/plugins

| use Veeam FastSCP:

Browse on your LOCAL drive to where you downloaded the check commands. Select check vmfs, right

click and Copy

‘—%.« ¥eeam Backup and FastSCP

File  Edit Yiew Tools Help
Q. O .@m am. ¢ & |
: Back Farward Refresh  Up  Wiew Dizconnect  Add Server | Scheduled Copy
=07 teledata |l Mame | Type]
Eﬁ hagios check_wmfz File
Ef? usr-ib-nagios-pluging Open
fj Lizr-local-groundwork-nagios-libe 23 Copy Chrlec
ﬂ receipt
fj VIS| k| Paste CErl+Y
EEI--i:jj YIWANS 3 Delete Cel
Eﬂ"ii‘j FOM de  Rename F2
-] FOx BACKUP :
&) inbound #H Properties
E]--i':'j Inztalls
w07 LKFOM
- MNCUDA14
w-f7) OLD PORTABLE
w-f7) pebuilder3110a

Connect to your ESX host. -- You will likely need to create a new shell (local) user on ESX. DO this
by connecting directly to the ESX host with the VI client, add the user (be sure to checkthefi gr a nt

accesso
account.
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192.168.2.50 Properties

General  55H Connection | S0aP Eonnectionl Data Tlansferl

Credentials

x|

Uzermame:

Password:

v Save pazzword

Mon-root account options

¥ Elevate account to ront

¥ add account to the sudaers file automatically

Foot password: |

Connection options

S5H part: I 3
S5H timeout: IQDUDD 3 millizeconds

[ o< ]

Cancel |

Apply |

account to the

sudoer s

file

note this was on ESX3.5i7 n

vSphere

4.0

aut omat i theddcdl yser acaoiint tb
sudoers or to the wheel group to allow them permissions to elevate (SU) to root)

On your ESX host navigate to /usrlib/nagios/plugins and paste the check commands:

File  Edit  Wiew  Tools  Help
Q. © @ am. ¢ &
: Back Forward Refresh Up  Wiew Dizconnect  Add Server | Scheduled Copy
ff] shin ;I I anne
f:] trnp fj contrib
S usr U check_wdisk sh
[]..fﬂ hir cheu:k _ldaps
fj dict Echeck by_ssh
E’j e check clamd
Eaj games check _dig
[]--fj include z:zzt fc;rig &  UpOne Level Backspace
- kerbernz
o g, i f| check_ftp Wiew »
ff_] bash ChECk —game @ Refresh F5
fj ot check _hpid .
fj Za:.l:; che-:k ide_smart Choose Details. ..
i f| check_mysql_guery| — MNew Falder
w0 geelb = check_imap .
ff] gcaony check _jabber |[ﬁ Paste Chrl+v
fj anupg check gl
@ libuser cheu:k _hagiog
[ ff] locale f| check_nntp
=N E:? nagios ™ check_nntps
EE’ pluginz ChECk rit
----- ff] caontrib ChECk —Pop
ij pels = Echeck procs
ity . - - s | I ST FRRERT R
‘| O3
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Be patient. It takes a while to paste even small files:

From:
To:

Time elapzed: Bytes transfered:
Time remaining: Transfer rate:

Cancel
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The check vmfs is a modified version (parsed for NRPE output) of a script posted by Duncan Epping at
Yellow Bricks: Here is the text of check vmfs:

#!/bin/bash

STATE_OK=0
STATE_WARNING=1
STATE_CRITICAL=2
STATE_UNKNOWN=3

MYVOL=$1
WARNTHRESH=$2
CRITTHRESH=$3

RET=$?

if [[ $RET -ne 0]]

then

echo "query problem - No data received from host"

exit $SSTATE_UNKNOWN
fi

vdf -h -P|grep - E "Mvmfs/volumes/' | awk '{ print $2 " " $3 " " $4 " " $5
" " $6 }' | while read output ; do

DISKSIZE=$(echo $output | awk '{ print $1})
DISKUSED=$(echo $output | awk { print $2 }')

DISKAVAILABLE=$(echo $output | awk ‘{ print $3 }")
PERCENTINUSE=$(echo $output | awk '{ print $4 }")

VOLNAME=$(echo $output | awk { print $5 }')

CUTPERC=$(echo $PERCENTINUSE | cut -d'%' -f1)

if [ "lvmfs/volumes/$MYVOL" = $VOLNAME ] ; then

if [ SCUTPERC - It SWARNTHRESH ] ; then

echo "OK - $PERCENTINUSE used | Volume=$MYVOL Size=$DISKSIZE Used=$DISKUSED
Available=$DISKAVAILABLE PercentUsed=$PERCENTINUSE"

exit $STATE_OK

fi

if [ SCUTPERC - ge $CRITTHR ESH ] ; then

echo "CRITICAL - *$PERCENTINUSE used* | Volume=$MYVOL Size=$DISKSIZE
Used=$DISKUSED Available=$DISKAVAILABLE PercentUsed=$PERCENTINUSE"

exit $SSTATE_CRITICAL

fi

if [ SCUTPERC - ge SWARNTHRESH ] ; then

echo "WARNING - *$PERCENTINUSE used* | Volum e=$MYVOL Size=$DISKSIZE
Used=$DISKUSED Available=$DISKAVAILABLE PercentUsed=$PERCENTINUSE"

exit SSTATE_ WARNING

fi

fi

#echo "No data returned"

#exit $SSTATE_UNKNOWN

done

©2009, TeleData Consulting, Inc. Page8



! - NN A A .
Nagios VMFES monitoring via NRP&aulArtaag bithl/www.tdonline.com

5) verify execute permissions

Now right click on the newly copied check command and select properties:
Make sure root has execute permissions on the check command.

Properties: check_ymifs x|

WINER; Ircu:ut \

roLp: Irl:ll:lt

— Permizsions

Userr W B W w
Group: W R [ w

Other: W B [ w

[T Set owner, group and permizsions
TECLrEEl

] I Cancel |

6) Configure Nagios Command/Service

Login to your Nagios Server.

Navigate to Configuration:
Configuration Services Profiles Hosts Contacts

About GroundWork Monitor... -

Manage Uzers, Packages and Roles

Auto Discovery
Dizcovery and automation tools for Magios configuration

&
I_Iﬁ Administration
x

Configuration
Manage Magios Configuration

D Bookshelf

Product Documentation
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Click Commands.
Either Copy an existing command or Create a new one. Call it check_esx_vmfs:

Command Wizard

Command name: check_esx_vmfs

Type: g Im

Command line: " |SUSER1$/check_nrpe -t 60 -H 3HOSTADDRESSS -c check_vmfs -a =
FARG1E SARG2E SARG3IS

Usage: check_esx_vmfs!ARG1IARGZIARG3

Test Host: [localhost

Arguments: |ARG1IARG2IARG3 |

Senice description: | |

ARG1IARG2IARG3

e | Rename ] ooite | Cancel

The 3 arguments will represent the following:

ARG1 ¢ the name of your VMFS volume (this is case sensitive!)

ARG2¢ the warning threshold (percent) used space at which an alert is raised
ARG3 ¢ the critical threshold (percent) used space at which an alert is raised

To test the command you must get the exact name of your VMFS volume. To check this open your

Virtual Infrastructure Client and select your host. Click the Configuration Tab, the click Storage:
= [f7 Hasts & Clusters

tdesx1.teledata.dom YMware ESX Server, 3.5.0, 163429

= [y vist

ﬁ Storage Summary - Virtual Machines ' Performance - JERGITTE] azks & Events ' Alam: ' Pemmizsion: | Maps

TeleData Clusk
El [l TeleData Cluster Hardware Storage

[@ |rdesx1.teledsta.don — . .
[B, tdesxd teledata,don Health Skatus Id_e_unb:aﬂea——..__\ | Devics | Capacity |
[T tdsanl.teledata.don Processors (]E MSM-YMFSL ) wmhba32:zi0:l 499,75 GB
@ tdsanz.teledsta.don H n vmhba3z:5:0:1 439,75 GE
—_— . - Memary = .. .

Go into the command configuration and test the check command as follows:
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Command Wizard

Mame: check_esx_vmfs

Type: Im

Command line: $USER1S/check_nrpe -t 60 -H SHOSTADDRESSS -c check_vmfs -a |«
SARG1S BARG2S SARG3E

Usage: check_esx_vmfslARG1ARGZIARG3

Test Host: [tdesx

Arguments: |NSM-VMFS1!85!95 |

Semnvice description: | |

fusrlocal/groundwarkinagios/libexec/check_nrpe -t 60 -H 192.168.2.50 -c check_vmfs -a

I:I MSM-VMFS1 85 95
CHECEKE_MRPE: Received 0 bytes from daemon. Check the remote server logs for error
MESSAges.

Note in the above an error: Received 0 bytes. Go double check the steps above:

Does the check_vmfs have proper execute permissions?

Did you setup the sudo user properly?

Did you restart the xinetd, inetdy nrpe client after making configuration changes?
Do you need to supply an alternate port, or NRPE password on the command line?

Once it is working you should see a result like follows:
Test Host: [TDESX1 |

fusrflocaligroundworkinagiosilibexecicheck_nrpe -t 60 -H 192 168.2.50 -c check_vmfs -a

I:I MSM-VMFS1 85 92
Ok -42% used | Volume=MSM-VMF31 Size=499G Used=211G Available=288G
FercentlUsed=42%

G{l @S¢ GKS /2YYlIYyR®

The 6OK¢n w’:  dimdiSatRsthat the used space is below our warning threshold (85%). The info after

GKS LIALIS dapé Aa GKS LISNF2NX¥ogOSt RIBSG K2 GIKISH Ot Wi
b2g GKIFIG GKS O2YYIYyR g2N]laz tSaQ
Either & i®ate news, or clone a service. Name the service esx_vmfs® | f
specify the command line specifics:
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Manage Service

: : . Semnvice :
Senvice Detail Senvice Check : Senvice Profiles Apply Hosts
Dependencies AppI)

Mame: esx_vmfs
Service Check

If you are satisfied with the check as inherited from the template, do nothing on this page. Otherwise uncheck
the inherit checkbox and make the necessary changes. Use the test button to check the argument values, but
pearin mind that the check command is run under the web servers account, so there may be issues with
certain checks.

Senvice template: aws-by_nrpe_load

N Inherit check from template

Check command: @k_esx_umfs ;

e e —

Command definition: SUSER18/Icheck_nrpe -t 60 -H 3HOSTADDRESSS -c check_vmfs -a 3ARG1E
SARGZ2S BARG3S

sage: check_esx_vmfslARGTIARGZIARG3

Command line: (f: check_esx_vmfslARG1IARGZIARG3 -
[ ———

Test Host: | |

ED

Be sure the check command is check_esx_vmfs
Validate the command line prompts for 3 arguments.

Save your service. Edit your Host, select your ESX Server, and add the new service to the host:
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Host name: TDESX1

Services

Add, modify and remove services for this host. Managing services from this page will in all likelihood put the
host out of sync with its service profiles. After making changes, use caution when applying profiles to this host.

Senvice Name

nrpe_load - details = * Temove
ssh_alive - details — W remove

check_http
check_mnhungerpartners_org_website
check_secure_website
check_teledata_sharepoint_website
check_writeaway_com_wehsite
citrix_base_sernvices
citrix_secure_gateway

Current Load
Current Users

‘ Add Service(s)

Host_Alive
Kerberos Key Distribution Center ;l

After you click Add you should see the service listed:

Senvice Mame

esx_load - details = X remaove senice assignment
* remove service assignment
icmp_ping_alive - details = ¥ remove senvice assignment
snmp_if - details — ¥ oremaove senice assignment

puls
Py

b2g tSGQa |
esx_vmfs

@2dzNJ G NA2dzda +*aC{ AYWAUIESY\AGBS & @& 2dz ¢ 2 dz
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: : Configuration Services

Hosts
Vet Hostwizard

anage Host Service
=+ Clone host Manage Host Service
M Search host Sernvice Detail Sernvice Check Senvice Dependencies
H ¥&= Hosts
Hast name: TDESXA
= Alto Servers -
Service name: esy_vmfs
El = ESX Hosts =
Service template: { eneric-service hd
E = TDESKI : E =l
. )

Inherit from template

Inherit all values from template: Set all directives ta inherit values from the selected

Set Inheritance template. Uncheck the left checkbox on the directives below to override the template
& ssh_alive values.

= TDESX3
= TDSANA

= TOSANZ [V Check period: ? |24fo‘ .I

On the right hand screen click Service Check to alter the instance specifics:

¥ |5 volatile: ? O
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l RR @2dz2NJ xacC{ @2fdzrSa oO0LINBOSRS
be IVMFS-VOLUME-NAME!WarningThresh!CriticalThresh

iKS

Ly&adtyoOS bl yY$

Multiple Instances (optional)

[fthis check is the same as other checks on this host, where the check command is the same, all of the
settings on the senvice detail page are the same, and only the arguments differ, you can define a set of checks
here without creating new services. For example, a disk check can be defined for multiple paditions, ar an
snmp check on a netwark device can be defined for multiple interfaces. Enter a name to add a single instance
or enter a range of numbers to add a list of numbered instances prefixed with an underscore. The instance
names are appended to the service name so we recommend using an underscore for the first character in the

name.

enter a numbered range: -

o —

Instance Status

[T |[Esx_swaP_uiFs_|[@ |Active
[ NEEER % JActive
[T |Cnsu-vrs2 [ ctive
[ |Cos_swap_vwFs__|[@]Active
[ |[CsATA_viFs [¥ |Acive
[HRGES % JActive

C rgum ents)
E

IESX_SWAP_VMF3S192197

|!NSh-1-"-"h-1FS‘1 185192

|!NSh-1—"v"h-1F52!85!9 2

|!D S_SWAP_VMF35192197

| ISATA_VMFSI25192

|!Th-1F'LISO!92!EI?

save

When you are finished click save.

©2009, TeleData Consulting, Inc.
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You should now test your arguments at the top of this screen. Paste the arguments into the Command
Line box, and click Test. Verify that you properly get results for your check:

Manage Host Service

Senice Detail Senice Dependencies

Host name: TODESXA

Service Check

If you are satisfied with the check as inherited from the template, do nothing on this page. Otherwise uncheck
the inherit checkbox and make the necessary changes. Use the test button to check the argument values, but
bearin mind that the check command is run under the web servers account, so there may be issues with
certain checks.

Semnice name: esx_vmfs

r Inherit check from template

Check command: | check_esx_vmfs j

Command definition: SUUSER18/check_nrpe -t 60 -H §HOSTADDRESSS -c check_vmfs -a BARG1E
$ARG25 BARG3S

LUsage: check_esx_vwmnfslARG1ARGZIARGS

. B —

Command line: -'Cﬁc eck_esx_vmfsINSM-VMFS1185192 -
[~ —

Test Host: [TDESX1 |

fusrflocal/groundworkinagiosflibexecicheck_nrpe -t 60 -H 192.168.2 .50 -c check_vmfs -a
MEM-VIMFS1 85 92 _ _

OK - 42% used | Volume=M3M-YMF31 Size=4993G Used=211G Available=2880G
FercentUsed=42%

Go back to the Service Details Screen, and verify that The Extended info template is set to
G y dzY 6 S Ny middill cdéate a link in order to display a graph of historical data for this service
606SQftf aSidzZld LISNE2NXIF YOS 3INI LKAy ySEGO

Manage Host Service

Senvice Detail Senvice Check Service Dependencies

©2009, TeleData Consulting, Inc. Pagel6
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[+ Contact Groups:

nagicsadmin

<= Add

ended info template:

-

|nurnber_graph

P

Senvice escalalioi TeEE:

El

S oo | reane e

Now you may want to perform your Preflight Test and Commit:

:: Configuration Services Profiles Hosts Contacts Escalations Commands Time Periods Groups Control Tools Bookshelf
=

Control

I, Setup

¥, Magios coi configuration
¥, Magios main configuration

Magios resource macros
&£ Load

A Preflighttest

Are you sure you want to overwrite your active Magios configuration and restart
MNagios?

Should you choose to continue it is strongly recommended that you first select
the backup option.

Now verify that you are getting results from the monitoring (go to your status screen):

Status Overview Troubleview
Eietwark

" W Alto Servers

B o ESX Hosts
S @ TDESX!

-l esx_vmfs_ESX_SWAP_VMFS

-l esx_vmfs_NSM-VMF52

- il esx_vmfs_05_SWAP_VMFS
-l esx_vmfs_SATA_VMFS

- il esx_vmfs_TMPLISO

-l nrpe_load

-l ssh_alive

[+ &l TRFSx2

Bookshelf | Logout admin

[ seoren
esx_vmfs_NSM.VMFS‘I On TDESX‘I IScheduleDuwntimeFurThisServicell Execute |

oy M
|-}

Host Search

Service Information

Service Status:
OK Since 08/27/2009 13:47:32

Status Information:
OK - 42% used

Last Status Chechk: 08/27/200% 13:47:32 Status Data Age: 0d Oh 5m 188

State Duration: 0d Oh Sm 163 Percent State Change: 0%

Last Notification: Unavailable Current Notification Number: 0

Flapping? N/A

In order to receive graphing data we must configure performance collection:

©2009, TeleData Consulting, Inc
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—|Configuration Services Profiles Hosts Contact

/o5, About GroundWork Monitor...
M

% Administration
Manage Users, Packages and Roles

x Auto Discovery

Configuration
Manage Magios Configuration
L-—| Bookshelf

Product Documentation

IE7, Tools
IXf4  Monitoring Server Tools

Nl Nagios

Nagios Interface

Reports
== Inzight and Nagios Reports

O\% Status

Enhanced View of your Network

Performance
Display data in RRD files az graphs,

O o
Logout current user

- |

Dizcovery and automation toolz for Nagios configuration

Click Configure and Create a new Entry (or better yet Copy
and existing one and change the data:

Note the trailing underscore in the service name. Itis
crucial that you match this name exactly to the service
created above. This will allow you to graph all instances of
this service automatically, as long as the instance is
_instancename

[Graph Label: || ESX VMFS Utilization
[ Service: || esx_vmfs_

Use S ervice as a Regular ON

Expression

[Host: ”*

Status Text Parsing Regular

Expression:

Use Status Text Parsing OFF

instead of Performance Data

|RRD Name

| | {usr/local/groundwork/rrd/$HOST$_$SERVICES.rrd

RRD Create Command

$RRDTOOLS create SRRDNAMES$  -- step 300 -- start n -1yr DS:used:GAUGE:1800:U:U
RRA:AVERAGE:0.5:1:8640 RRA:AVERAGE:0.5:12:9480

[RRD Update Command

Custom RRDtool Graph
Command

||$RRDTOOL$ update SRRDNAME$ -t used SLASTCHECKS$:$VALUE3$ 2>&1

[Enable

|lon

Once you are getting data and have performance collection properly configured it may (and will likely)
take 20-30 minutes before graph data begins to appear in the Status (or Nagios details) views. Once you
see the graph with a data line you can uncork the Chablis! You are now graphing your ESX VMFS

utilization trends!

©2009, TeleData Consulting, Inc.
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ESX VMFS Utilization

12: 28 12:48 13: 00 13: 20 13:40 14 0@
W used [(min=211.00 ave=211.00 max=211.00)

esx wmfs ESX SWaP WMFS II'II-EIB-ZB-ZDDB 17:06:33 1d 3h 21m 2= 113 0K - 28% uzed
esx vmfs NSM-WMFS1 - :57: 143 0K - 25% used
esx vmfs NSM-WHMFS2 113 0K - 43% used
esx wmfs 0S5 SWAP WMFS 13 OK - 27% used
esx wmfs SATA WMFS II'II-EIB-QSQUDQ 17:01:02 1d 3h 18m 372 143 0K - 42% used
esx vmfz TEMP WMFS II'II-UB-QB-QODBW.DG.&BNZEhHmSDs 113 OK - 22% used
esx wmfs TMPLISO II'II- 05-28-2009 17:01:57 1d 3h 15m 32 143 0K - 38% used

TDESX1 esx_wmfs_TEMP_VMFS Count Last 2 Hours
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W used (min=113 ave=113 max=113)

TDESX1 esx_wmfs_TEMP_VMFS Count Last 48 Hours

12@

100
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40

Sat 00:00 Sat 12:00 Sun 00: 00 Sun 12:00
W used (min=36 ave=107 max=118)

Assuming you have notifications and email properly configured on your Nagios you should be receiving
notification if you exceed your specified utilization thresholds.
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